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Introduction
It is difficult to turn on the news without hearing 
about cyber attacks, which have led to the exposure 
of millions of records containing consumer, taxpayer, 
and health care data. In 2015, there were 63 reported 
breaches of government and military databases, 
with 34,222,763 records compromised.1 Not only do 
cyber breaches result in the troubling dissemination 
of personal and financial information, they are 
extremely costly. In 2016, the average total cost of 
a data breach was $4 million.2 That breaks down to 
a staggering $158 per lost or stolen record.3 It’s easy 
to see why information technology and cybersecurity 
are top priorities for the National Association of State 
Procurement Officials (NASPO).4

Cybersecurity is a complex issue, and NASPO is 
not alone in recognizing its importance. U.S. 
President Obama called for a strong effort to address 
cybersecurity challenges nationwide in his 2015 State 
of the Union Address,5 and NASPO’s strategic partner, 
the National Association of Chief Information Officers 

1 ITRC, December 29, 2015, Data Breach Reports. Retrieved 
from http://www.idtheftcenter.org/images/breach/
DataBreachReports_2015.pdf

2 Ponemon Institute, June 2016, 2016 Cost of Data Breach Study: 
Global Analysis. Retrieved from https://securityintelligence.com/
cost-of-a-data-breach-2016/ The average total cost of a data breach 
was calculated by averaging the 383 companies who participated in 
the Ponemon study, after conversion of the international currencies 
to the U.S. dollar.

3 Id.

4 NASPO, Top Ten Priorities for State Procurement in 2016.

5 The White House Office of the Press Secretary, January 20, 2015, 
Remarks by the President in State of the Union Address. Retrieved 
from https://www.whitehouse.gov/the-press-office/2015/01/20/
remarks-president-state-union-address-january-20-2015

http://www.idtheftcenter.org/images/breach/DataBreachReports_2015.pdf
http://www.idtheftcenter.org/images/breach/DataBreachReports_2015.pdf
https://securityintelligence.com/cost-of-a-data-breach-2016/
https://securityintelligence.com/cost-of-a-data-breach-2016/
https://www.whitehouse.gov/the-press-office/2015/01/20/remarks-president-state-union-address-january-20-2015
https://www.whitehouse.gov/the-press-office/2015/01/20/remarks-president-state-union-address-january-20-2015
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(NASCIO) has identified cybersecurity as its number one 
priority for four years running.6

It is important for NASPO members who may be safeguarding 
sensitive government data to have the knowledge and 
skills to identify and prevent risks of cyber breach in their 
procurement contracts; to know what to do if a breach 
occurs; and to proactively help their customers reduce the 
impact of a breach, should one occur. One of the best tools 
to assist both consumers and providers in navigating these 
troubled waters is cyber liability insurance. In this paper, 
we will take a broad look at what cyber liability insurance 
is, what types of coverage are available, and how our state 
procurement offices can work to prevent data breaches and/
or mitigate their impact.

6 NASCIO, Top Ten Priorities for 2014; NASCIO, Top Ten Priorities for 2015; 
NASCIO, Top Ten Priorities for 2016; NASCIO, Top Ten Priorities for 2017. 
Retrieved from http://www.nascio.org/TopTen

http://www.nascio.org/TopTen
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Understanding Cyber Liability 
Insurance
Cyber Liability Insurance, also known as Cyber Risk Insurance or 
Cyber Breach Insurance, is coverage for the financial consequences 
of electronic security incidents and data breaches. It is important 
to note that there are differences between what constitutes a 
security incident versus a data breach. A “security incident” refers 
to a security event that compromises the integrity, confidentiality, 
or availability of an information asset. A “data breach” is any 
incident that results in the confirmed disclosure (not just potential 
exposure) of data to an unauthorized party. Disclosed “data” 
typically refers to an individual’s name plus a record, either 
medical or financial, is potentially put at risk of unauthorized 
viewing or use, in either electronic or paper format.7

Think of a burglar breaking into a house. The burglar may be able 
to get in through the front door, but may have trouble locating and 
stealing valuables within the home due to locked rooms or safes. 
Such is the case when it comes to cybersecurity - sometimes the 
network or system (the “house”) can be accessed, but no valuable 
data is extracted. If it cannot be confirmed that data was extracted 
from the network or system, the matter is termed a “security 
incident” and not a “data breach.” Determination of whether there 
was a security incident or a confirmed data breach is important 
when it comes to each state’s laws regarding notice requirements 
to those potentially affected by a security incident or data breach. 
In the instance of a data breach, the nature of the data accessed 
without authorization is significant in determining the applicable 
notification and potential remediation requirements. While it is 
important to remain diligent about protecting against both security 
incidents and data breaches, the distinction between the two must 
be carefully considered when reviewing the terms and conditions of 
cyber liability policies.

In May of 2014, the state of Montana experienced a data breach 
of up to 1.3 million records, including names, addresses, birth 
dates, Social Security numbers, medical records, and bank account 
information, through a server at its public health department.8 In 
the year before this breach, Montana had upgraded its insurance 
policy to include coverage for data security incidents. The $2 
million policy covered costs such as setting up a toll-free help 
line, free credit monitoring for those exposed, and the mailing 
of notification letters. Without this coverage, Montana would 

7 Ponemon Institute, June 2016, 2016 Cost of Data Breach Study: Global 
Analysis. Retrieved from https://securityintelligence.com/cost-of-a-data-
breach-2016/

8 Laura Zuckerman, Reuters, June 24, 2014, Montana Health Record 
Hackers Compromise 1.3 million People. Retrieved from http://www.
reuters.com/article/us-usa-hacker-montana-idUSKBN0F006I20140625
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have had to cover all of those costs, not to mention the costs 
associated with restoring its system and adding additional upgrades 
and security software to prevent such a breach from happening 
again. This breach in Montana highlights the need for states to 
focus on protecting the highly sensitive information contained in 
government servers.

METHODS OF COVERAGE
Some states, like Montana, have gone the route of obtaining 
their own insurance for cyber and network liability, in addition to 
requiring their vendors and service providers to have cyber liability 
coverage. A state’s own cyber breach policy, sometimes known as 
an “enterprise-wide cybersecurity insurance policy,” protects in 
the event of a data breach that originated within the state’s own 
offices or agencies. Coverage held by those with whom the state 
does business protects the state if the security incident or data 
breach occurs due to the business activities and/or access of those 
vendors or service providers within the state’s network. In 2016, 
27% of states had established and funded state-level cybersecurity 
programs and framework for enterprise risk management.9 The 
state chief information officer (CIO) or chief information security 
officer (CISO) may be the best contact to determine what type of 
coverage is available in your state.10

Vendors and service providers are often required to have certain 
minimum levels of coverage in order to do business with the 
states. When NASPO conducted inquiries among member states, 
we found that the majority of states who responded required 
vendors and service providers to carry cyber breach coverage of 
at least $2 million per occurrence, generally more. Delaware, for 
example, requires service providers and vendors to carry liability 
limits calculated based upon the maximum system record count 
and the Ponemon Institute average Public Sector Breach cost 
per record, which was $158 per record in 2016.11 States can also 
have a combination 
of enterprise risk 
management and 
coverage, as well as 
coverage requirements 
for those with whom 
they do business.

9 Deloitte University Press, 2016, Deloitte-NASCIO Cybersecurity 
Study. Retrieved from http://www.nascio.org/Portals/0/Publications/
Documents/2016/2016-Deloitte-NASCIO-Cybersecurity-Study.pdf

10 It is important to note that some states may have restrictions on 
purchasing separate insurance coverage due to their self-insured status 
and/or requirements for legislative authorization prior to purchasing 
separate cyber liability coverage.

11 Ponemon Institute, June 2016, 2016 Cost of Data Breach Study: Global 
Analysis. Retrieved from https://securityintelligence.com/cost-of-a-data-
breach-2016/

http://www.nascio.org/Portals/0/Publications/Documents/2016/2016-Deloitte-NASCIO-Cybersecurity-Study.pdf
http://www.nascio.org/Portals/0/Publications/Documents/2016/2016-Deloitte-NASCIO-Cybersecurity-Study.pdf
https://securityintelligence.com/cost-of-a-data-breach-2016/
https://securityintelligence.com/cost-of-a-data-breach-2016/
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TYPES OF CYBER LIABILITY INSURANCE 
COVERAGE
Cyber liability insurance can have many different coverage 
components; and needs may vary across different state agencies, 
and even within one agency. One data set may not have the same 
sensitivity or confidentiality as another data set (e.g. information 
available on the web versus Social Security numbers), so it is 
essential to identify the risk level. Being familiar with the various 
iterations of coverage can assist in ensuring that vendors and 
service providers have the appropriate coverage required under 
the circumstances of their relationship with the state and that the 
state is adequately covered in the case of security incidents or data 
breach. This knowledge can be important when reviewing proposals 
from potential vendors and service providers. Further, in the event 
of a data breach, knowing what remediation options are available 
becomes paramount for developing a quick and effective response.  

The most common coverage components in cyber liability 
insurance policies are:

• Data Breach and Privacy Crisis Management – Includes 
expenses for general management of an incident, 
specifically; the investigation, remediation, data subject 
notification, call management, and credit checking and 
monitoring.

• Breach Response Coverage – Can provide legal 
consultation with breach response experts, forensic 
investigation expenses, data restoration or replacement 
expenses, public relations consultant expenses; and can 
also include expenses involved with notifying affected 
parties and offering credit monitoring and repair.

• Business Interruption Coverage – Provides coverage for the 
business loss experienced during and immediately following 
a data breach.

• Fiduciary Liability Coverage – Protects in the event of a 
data breach that requires prompt notice of the breach, 
and/or comes with strict penalties if there is a violation 
of law involved. This policy may also include coverage for 
notice expenses, but may not cover credit monitoring and/
or full forensic investigations.

• Cyber Extortion/ Ransomware Coverage – Hackers can 
attempt to extort money by threatening to release the 
information they have obtained through a successful data 
breach. They can also threaten to hold a network hostage. 
This coverage will allow funds to pay for the money 
required to pay the ransom/extortion demand, the costs of 
a consultant or expert to help negotiate with the hackers, 
and/or the costs of an expert to help block the attempted 
intrusion and reinforce the security.

Common 
Coverage 
Components
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Management

• Breach Response 
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Coverage 
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• Media Liability 
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• Professional 
Liability Coverage
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• Media Liability Coverage - Provides coverage for defense 
costs and liability arising out of claims alleging libel, 
slander, and/or infringement of intellectual property.

• Professional Liability Coverage – Provides coverage for 
defense costs and liability arising out of claims that allege 
negligence in providing a professional service such as a 
consultant, advertising agency, technology developer, and/
or service provider.

Cybersecurity is a team effort, and everyone is encouraged 
to be proactive when it comes to knowing what coverage is 
available, and which coverage might apply in different situations. 
It is recommended to contact your legal counsel and/or risk 
management office for more information on what cyber liability 
coverage is available in the event of a security incident or data 
breach. Cybersecurity is a relatively new area of insurance 
coverage, and consequently, whatever insurance an entity obtains 
or requires now or in the past will need to be constantly monitored 
and revisited to keep up with the changing policy options available. 
Further resources on cybersecurity are available through the state’s 
CIO and CISO, who should have valuable information on the state’s 
enterprise wide cybersecurity strategy, what threats are facing 
procurement offices and the state as a whole, and the scope of the 
data breach coverage available.

Prevention
Most all data breaches are the result of either malicious or criminal 
attacks, system glitches, or human error. No location, industry, 
or organization is bulletproof with it comes to the potential for a 
compromise of data, and government servers are no exception.

Cybersecurity can seem like a daunting task, but there are 
resources available to educate staff, and things that can be done 
at an individual level and in state procurement offices to prevent 
security incidents or data breaches. The following are suggestions 
for proactive preventative measures.12

1) INVEST IN PROPER CYBERSECURITY
The importance of having the right cybersecurity software, 
encryption devices, and firewalls cannot be overstated. 
Updating software regularly can also be instrumental, 
and staff should be educated about why that step is so 

12 Please contact your state’s CIO or CISO to determine if these 
preventative measures fit in your state’s enterprise-wide cybersecurity 
strategy.
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important when prompted to do so on their devices. In 
March of 2016 alone, Wisconsin state IT staffers reported 
approximately 45,000 instances of scans by potential 
hackers of the state’s networks for vulnerabilities, 
“checking to see if anything was unlocked.”13 Having a 
strong first line of defense in place can help prevent these 
types of attacks.

2) EDUCATE STAFF ABOUT PHISHING
Phishing is when a message is received, typically an email, 
that contains an attachment or link that when clicked on 
will install malware onto the computer and/or direct the 
user to a site that is used to capture user input.14 Verizon’s 
2016 Data Breach Investigation Report found that 30% of 
phishing messages were opened by the target, and 12% 
went on to click the malicious attachment, allowing the 
attack to succeed. Educating staff about what to look for to 
determine if a message is unsafe is pivotal to avoiding this 
method of cyber attack.15 Other ways to prevent phishing 
include strong email filters, segmenting networks from one 
another, and requiring authentication when logging onto 
the network.16

3) EMPHASIZE PASSWORD AND 
AUTHENTICATION SECURITY
In the U.S., 63% of confirmed data breaches involved weak, 
default, or stolen passwords.17 Emphasizing the importance 
of choosing a strong password can be that needed “ounce 
of prevention.” No one enjoys having a complicated 
password, or changing their password every 30-days, but 
such measures can help prevent unwanted intrusions. It is 
also key to be selective about what kind of hard data and 
electronic data staff, vendors, or service providers have 
access too, based on their job or task requirements and 
duties. Limiting access to personal and/or sensitive data 
can prevent an unnecessary breach.

13 Alex Koma, State Scoop, April 13, 2016, Wisconsin Records Three-Year 
Low in Cybersecurity Incidents. Retrieved from http://statescoop.com/
wisconsin-records-three-year-low-in-cybersecurity-incidents

14 Verizon’s 2016 Data Breach Investigations Report, 2016, p. 18. Retrieved 
from http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/

15 United States Computer Emergency Readiness Team, a division of the US 
Department of Homeland Security Recognizing and Avoiding Email Scams. 
Retrieved from https://www.us-cert.gov/sites/default/files/publications/
emailscams_0905.pdf

16 Id. p. 18-19.

17 Id. p. 20.
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4) CREATE A “SECURITY AWARENESS 
CULTURE”
Empowering staff, vendors, and service providers to be on 
guard for cyber-attacks can provide a powerful shield in the 
battle against cyber-attacks. Unsuspecting people will click 
on malware or venture to an unsafe website, thinking that 
their firewall will protect them. Education and awareness 
can make someone think twice about exposing the network 
or server to attack, and can lead to them asking for help 
or advice before doing something questionable. Things that 
we might think of as being “common sense” are often not 
when it comes to technology, and giving people the tools 
and information they need to spot an attempt at phishing 
or an action that might lead to grave consequences is an 
important step toward victory in this war.

5) KNOW THE CYBER INCIDENT OR BREACH 
RESPONSE PLAN
Knowing what to do in the event of a data breach can save 
time and limit the damage as much as possible. Staff should 
know to immediately document any breaches they become 
aware of, noting the date, time, and duration (if known) of 
the alleged breach. Educate everyone on whom to contact 
in the event of a data breach, and establish a method for 
reporting questionable activity or suspected breaches. 
Training can be conducted in the state procurement office 
on the state’s cyber breach response plan at least once a 
year to emphasize the importance of such measures.18

18 See also Experian Data Breach Resolution, Data Breach Response Guide, 
2015-16 edition.
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